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1
Decision/action requested

Endorse proposal for protection policy format. Approve pCR to living document S3-181474. 
Content to be used as basis for normative text in 33.501.
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S3-181474 "Living Document: Security of Service Based Architecture of 5G phase 1", China Mobile
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Rationale
This document identifies three specific parts of a service protection policy. It uses the following definitions:
· cPLMN: Network where the service consumer is located  
· pPLMN: Network where the service producer is located
· cSEPP: Consumer SEPP (Edge proxy for service consumer)

· pSEPP: Producer SEPP (Edge proxy for service producer)

· cIPX: IPX provider with relation to cSEPP

· pIPX: IPX with relation to pSEPP

4
Detailed proposal
*** BEGIN CHANGES ***
4.3.6
Solution #6: Policies for protection on the N32 interface
4.3.6.1

General
Editor’s Note: This section has multiple options for provisioning of protection policy in the SEPP. Formatting of this clause is needed to list out the options in a readable way.
A message protection policy determines which part of a certain message shall be integrity protected, which part of a certain message shall be confidentiality protected, and which part of a certain message shall be modifyable by IPX providers. For application layer protection of messages on the N32 interface, the SEPP shall apply message protection policies.

Editor's Note: The specification of the protection policy is in scope of CT4. SA3 requires that the granularity is at service level or more fine-grained. Whether 'per subscription' is relevant, is to be discussed between SA3 and CT4. Other details are for CT4 to decide.

If the SEPP neither has nor obtains a policy applicable for a specific message, the SEPP shall apply a default policy.

Editor's Note: Which IEs are protected according to the default policy is for further study.

For the protection of a specific message, an NF may include a message protection policy applicable for that specific message into the message.

The SEPP shall retrieve a message protection policy from the NRF, if operator configuration requires, e.g. when the SEPP has no message protection policy available for a message to be sent on N32.

Editor's Note: It is for further study whether the procedure is a service offered by the NRF.
The SEPP shall also support local configuration of message protection policy, e.g., by OA&M system. Configuration may occur during initial provisioning of SEPP or through dynamic updates any time the policy needs an update e.g., due to network configuration change.
The SEPP shall send message protection policy error messages to NFs or the NRF if operator configuration requires, e.g for the case that the SEPP has no policy applicable for a specific message.

It is up to operator configuration how the SEPP behaves if more than one policy applicable for a specific message are available to the SEPP.
4.3.6.x Issuing Protection policies
The following three distinct parts of the protection policy have been identified:

· PEnc - Specifies which part of a certain message shall be confidentiality protected

· PpIPX  - Specifies which part of a certain message that the pIPX can modify

· PcIPX - Specifies which part of a certain message that the cIPX can modify
Both SEPPs need to be proviosioned with all three policies. The pIPX needs to be provisioned with the PpIPX and the cIPX needs to be provisioned with the PcIPX.

The PEnc might be divided into a more generic policy for the SEPP and a per service specific policy. The issuers of a PEnc can thus be either the service producer, the pPLMN or even cPLMN. If multiple policies exist, a merge of the policies is needed. How this merge is done is FFS. 

The PpIPX is issued by the pPLMN. The PcIPX is issued by the cPLMN. 
*** NEXT CHANGE ***
4.4 Conclusion

Editor’s Note: The subclause is used to conclude real issues identified and selected solutions  which needs to move into TS 33.501

The contents of clause 4.3.6.x shall be used as basis for normative text in TS 33.501. 
*** END CHANGES ***
